SMB3 POSIX Extensions

Specifies the SMB3 protocol extension for supporting POSIX compliant operating systems.
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1 Introduction

The SMB3 POSIX Extensions are protocol extensions to enable POSIX compliant operating
systems to better interoperate with SMB3 servers and storage appliances by extending the
[MS-SMBZ2] specification. Popular servers such as Samba, Windows Server and others

support SMBS3 by default. These extensions are already implemented in multiple clients and
servers.

2 Messages
2.2 Message Syntax

2.2.3 SMB2 NEGOTIATE Request
2.2.3.1 SMB2 NEGOTIATE_CONTEXT Request Values

Refer to section 2.2.3.1 of [MS-SMBZ2] for additional details. This section only explains details
relevantto a SMB3_POSIX_EXTENSIONS_ AVAILABLE negotiate context request.

1 2 3
01234567 8901234567 890123458678 901

ContextType DatalLength
Reserved

Data (variable)



ContexiType (2 bytes): Specifies the type of context in the Data field. This field MUST contain
one of the values specified in section 2.2.3.1 of [MS-SMB2] or the following extended value:

Value Meaning

SMB3_POSIX_EXTENSIONS_AVAILABLE The Data field contains a blob which uniquely identifies the

0x0100 SMB3 POSIX version.

DatalLength (2 bytes): The length, in bytes, of the Data field.

Reserved (4 bytes): This field MUST NOT be used and MUST be reserved. This value MUST
be setto 0 by the client, and MUST be ignored by the server.

Data (variable): A variable-length field that contains the negotiate context specified by the
ContextType field.

2.2.3.1.8 SMB3_POSIX_EXTENSIONS_AVAILABLE

The SMB3_POSIX_EXTENSIONS_ AVAILABLE context is specified in an SMB2 NEGOTIATE
request by the client to indicate that the version of SMB3 POSIX Extensions the client
supports. The format of the data in the Data field of this SMB2_NEGOTIATE_CONTEXT is as

follows.

1 2 3
01234567 89012345678 9012345¢6 738901

PosixTag

PosixTag (4 bytes): A blob indicating the SMB3 POSIX version. The following versions are
defined.



Version Value

1 0x93AD25509CB411E7B42383DE968BCD7C

2.2.4 SMB2 NEGOTIATE Response

2.2.4.1 SMB2 NEGOTIATE_CONTEXT Response Values

2.2.4.1.8 SMB3_POSIX_EXTENSIONS_AVAILABLE

The SMB3_POSIX_EXTENSIONS AVAILABLE contextis specified in an SMB2 NEGOTIATE
response by the server to indicate that the SMB3 POSIX version specified by the client is
supported. The format of the data in the Data field of this SMB2_NEGOTIATE_CONTEXT
MUST take the same form specified in section 2.2.3.1.8.

2.2.13 SMB2 CREATE Request
2.2.13.2 SMB2_CREATE_CONTEXT Request Values

Refer to section 2.2.13.2 of [MS-SMBZ2] for additional details. This section only explains details
relevantto a SMB2_CREATE_POSIX_CONTEXT request.

1 2 3
01234567 8901234567 8901234567389 01

Next

TagOffset TagLength
Reserved BlobOffset
BlobLength

Buffer (variable)

Next (4 bytes): The offset from the beginning of this Create Context to the beginning of a
subsequent 8-byte aligned Create Context. This field MUST be set to 0 if there are no



subsequent contexts.

TagOffset (2 bytes): The offset from the beginning of this structure to its 8-byte aligned tag
value.

TaglLength (2 bytes): The length, in bytes, of the Create Context tag.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. This value MUST
be set to 0 by the client, and ignored by the server.

BlobOffset (2 bytes): The offset, in bytes, from the beginning of this structure to the 8-byte
aligned data payload. If BlobLength is 0, the client SHOULD set this value to 0 and the server
MUST ignore it on receipt.

BlobLength (4 bytes): The length, in bytes, of the data. The format of the data is determined
by the type of SMB2_CREATE_CONTEXT request, as outlined in the following sections. The
type is inferred from the Create Context name specified by the TagOffset and TagLength
fields.

Buffer (variable): A variable-length buffer that contains the name and data fields, as defined
by TagOffset, TagLength, BlobOffset, and BlobLength. The tag is represented as four or
more octets and MUST be one of the values provided in section 2.2.13.2 of [MS-SMB2] and the
following table. The structure tag indicates what information is encoded by the data payload.
The values specified in section 2.2.13.2 of [MS-SMBZ2] and the following extended value are
the valid Create Context values and are defined to be in network byte order.

Value Meaning

SMB2_CREATE_POSIX_CONTEXT
The data contains a POSIX Create Context.
0x93AD25509CB411E7B42383DE968BCD7C

2.2.13.2.16 SMB2_CREATE_POSIX_CONTEXT

The SMB2_CREATE_POSIX_CONTEXT context is only specified on an SMB2 CREATE
Request if SMB3_POSIX_EXTENSIONS_AVAILABLE was negotiated. The client MAY
specify SMB2 _CREATE_POSIX_CONTEXT if POSIX permissions will be set on create, or
POSIX attributes will be requested from the returned file handle.

1 2 3
01234567 8901234567 890123456738 901



POSIXPerms

POSIXPerms (4 bytes): The posix permissions requested on create if FILE_SUPERSEDE,
FILE_CREATE, FILE_OPEN_IF, FILE_OVERWRITE, or FILE_OVERWRITE_IF are specfied
in the CreateDisposition. The server MUST ignore this value if the file exists. If the
CreateDisposition is FILE_OPEN the client MUST set this to 0 and it MUST be ignored by the
server.

2.2.14.2 SMB2_CREATE_CONTEXT Response Values

2.2.14.2.16 SMB2_CREATE_POSIX_CONTEXT Response

The SMB2_CREATE_POSIX_CONTEXT response is sent by the server in response to a
SMB2_CREATE_POSIX_CONTEXT request (section 2.2.13.2.16).

1 2 3
012345678 9012345678 90123456789 01

NumberOfLinks

ReparseTag

POSIXPerms

OwnerSID (variable)

GroupSID (variable)

NumberOfLinks (4 bytes): The number of hard links to the file.
ReparseTag (4 bytes): The reparse tag, as defined in section 2.1.2.1 of [MS-FSCC].

POSIXPerms (4 bytes): The posix permissions for the opened file as defined in section 4.5 of
IEEE Std 1003.1-2017.

OwnerSID (variable): The owner SID as defined in Microsoft Security identifiers.



GroupSID (variable): The group SID as defined in Microsoft Security identifiers.

2.2.33 SMB2 QUERY_DIRECTORY Request

Refer to section 2.2.33 of [MS-SMB2] for additional details. This section only explains details
relevantto a SMB2_FIND _POSIX_INFORMATION request.

1 2 3
01234567 8901234567 890123456738 901

StructureSize FilelInformationClass Flags
Filelndex

Fileld

FileNameOffset FileNamelLength
OutputBufferLength

Buffer (variable)

StructureSize (2 bytes): The client MUST set this field to 33, indicating the size of the request
structure, not including the header. The client MUST set this field to this value regardless of
how long Buffer[] actually is in the request being sent.

FileInformationClass (1 byte): The file information class describing the format that data
MUST be returned in. Possible values are specified in section 2.2.33 of [MS-SMB2] as well as
the following extended file information class:

Value Meaning



FilePosixInformation | Basic posix information of a file or directory. Basic information is defined as the
file's name, creation time, last access time, last modification time, last change

0x64 time, allocation size, size, attributes, inode, devid, link count, reparse tag, POSIX
permissions, and the owner and group SIDs.

Flags (1 byte): Flags indicating how the query directory operation MUST be processed. As
indicated in section 2.2.33 of [MS-SMB2].

FileIndex (4 bytes): The byte offset within the directory, indicating the position at which to
resume the enumeration. If SMB2_INDEX_SPECIFIED is setin Flags, this value MUST be
supplied and is based on the Filelndex value received in a previous enumeration response.
Otherwise, it MUST be set to zero and the server MUST ignore it.

Fileld (16 bytes): An SMB2_FILEID identifier of the directory on which to perform the
enumeration. This is returned from an SMB2 Create Request to open a directory on the server.

FileNameOffset (2 bytes): The offset, in bytes, from the beginning of the SMB2 header to the
search pattern to be used for the enumeration. This field MUST be 0 if no search pattern is
provided.

FileNameLength (2 bytes): The length, in bytes, of the search pattern. This field MUST be 0 if
no search pattern is provided.

OutputBufferLength (4 bytes): The maximum number of bytes the server is allowed to return
in the SMB2 QUERY_DIRECTORY Response.

Buffer (variable): A variable-length buffer containing the Unicode search pattern for the
request, as described by the FileNameOffset and FileNameLength fields. The format,
including wildcards and other conventions for this pattern, is specified in [MS-CIFS] section
2.2.1.1.3.

2.2.34 SMB2 QUERY_DIRECTORY Response

Refer to section 2.2.34 of [MS-SMB2] for additional details. This section only explains details
relevantto a SMB2_FIND POSIX_INFORMATION request.

1 2 3
01234567 8901234567 8901234586738 901

StructureSize OutputBufferOffset
OutputBufferLength

Buffer (variable)



StructureSize (2 bytes): The server MUST set this field to 9, indicating the size of the request
structure, not including the header. The server MUST set this field to this value regardless of
how long Buffer[] actually is in the request.

OutputBufferOffset (2 bytes): The offset, in bytes, from the beginning of the SMB2 header to
the directory enumeration data being returned.

OutputBufferLength (4 bytes): The length, in bytes, of the directory enumeration being
returned.

Buffer (variable): A variable-length buffer containing the directory enumeration being returned
in the response, as described by the OutputBufferOffset and OutputBufferLength. The
format of this content is as specified in [MS-FSCC] section 2.4 , within the topic for the specific
file information class referenced in the SMB2 QUERY_DIRECTORY Request. Additionally, the
format for FilePosixInformation in section 2.2.34.1 of this document.

2.2.34.1 FilePosixInformation

This information class is used to query or set file posix information.

A FILE_POSIX_INFORMATION data element, defined as follows, is returned by the server or
provided by the client.

1 2 3
012345678 901234567 8901234567389 01

CreationTime

LastAccessTime

LastWriteTime

ChangeTime



AllocationSize

EndOfFile

FileAttributes

Inode

Fileld

Reserved

NumberOfLinks

ReparseTag

POSIXPerms

OwnerSID (variable)

GroupSID (variable)

FilenamelLength

Filename (variable)




CreationTime (8 bytes): The time when the file was created; see section 2.1.1 of [MS-FSCC].
A valid time for this field is an integer greater than or equal to 0. When setting file attributes, a
value of 0 indicates to the server that it MUST NOT change this attribute. When setting file
attributes, a value of -1 indicates to the server thatit MUST NOT change this attribute for all
subsequent operations on the same file handle. When setting file attributes, a value of -2
indicates to the server that it MUST change this attribute for all subsequent operations on the
same file handle. This field MUST NOT be set to a value less than -2.

LastAccessTime (8 bytes): The last time the file was accessed; see section 2.1.1 of [MS-
FSCC]. A valid time for this field is an integer greater than or equal to 0. When setting file
attributes, a value of 0 indicates to the server that it MUST NOT change this attribute. When
setting file attributes, a value of -1 indicates to the server that it MUST NOT change this
attribute for all subsequent operations on the same file handle. When setting file attributes, a
value of -2 indicates to the server that it MUST change this attribute for all subsequent
operations on the same file handle. This field MUST NOT be set to a value less than -2.

LastWriteTime (8 bytes): The last time information was written to the file; see section 2.1.1 of
[MS-FSCC]. A valid time for this field is an integer greater than or equal to 0. When setting file
attributes, a value of 0 indicates to the server that it MUST NOT change this attribute. When
setting file attributes, a value of -1 indicates to the server that it MUST NOT change this
attribute for all subsequent operations on the same file handle. When setting file attributes, a
value of -2 indicates to the server that it MUST change this attribute for all subsequent
operations on the same file handle. This field MUST NOT be set to a value less than -2.

ChangeTime (8 bytes): The last time the file was changed; see section 2.1.1 of [MS-FSCC]. A
valid time for this field is an integer greater than or equal to 0. When setting file attributes, a
value of 0 indicates to the server that it MUST NOT change this attribute. When setting file
attributes, a value of -1 indicates to the server thatit MUST NOT change this attribute for all
subsequent operations on the same file handle. When setting file attributes, a value of -2
indicates to the server that it MUST change this attribute for all subsequent operations on the
same file handle. This field MUST NOT be set to a value less than -2.

AllocationSize (8 bytes): The size allocated on disk for the file.
EndOfFile (8 bytes): The size of the file.

FileAttributes (4 bytes): A 32-bit unsigned integer that contains the file attributes. Valid file
attributes are specified in section 2.6 of [MS-FSCC].

Inode (8 bytes): The POSIX inode for the file.

Fileld (4 bytes): The POSIX fileld for the file.



Reserved (4 bytes): A 32-bit field. This field is reserved. This field can be set to any value,
and MUST be ignored.

NumberOfLinks (4 bytes): The number of hard links to the file.
ReparseTag (4 bytes): The reparse tag, as defined in section 2.1.2.1 of [MS-FSCC].

POSIXPerms (4 bytes): The posix permissions for the opened file as defined in section 4.5 of
IEEE Std 1003.1-2017.

OwnerSID (variable): The owner SID as defined in Microsoft Security identifiers.
GroupSID (variable): The group SID as defined in Microsoft Security identifiers.
FilenameLength (4 bytes): The length, in bytes, of the filename.

Filename (variable): A variable-length buffer containing the filename, the length specified by
FilenameLength.

2.2.37 SMB2 QUERY_INFO Request

Refer to section 2.2.37 of [MS-SMB2] for additional details. This section only explains details
relevantto a SMB2_FIND _POSIX_INFORMATION request.

1 2 3
01234567 8901234567 8901234567389 01

StructureSize InfoType FileInfoClass
OutputBufferLength

InputBufferOffset Reserved

InputBufferLength

Additionallnformation

Flags

Fileld



Buffer (variable)

StructureSize (2 bytes): The client MUST set this field to 41, indicating the size of the request
structure, not including the header. The client MUST set this field to this value regardless of
how long Buffer[] actually is in the request being sent.

InfoType (1 byte): The type of information queried. This field MUST contain one of the values
specified in section 2.2.37 of [MS-SMB2].

FileInfoClass (1 byte): For file information queries, this field MUST contain one of the
following FILE_INFORMATION_CLASS values, as specified in section 3.3.5.20.1 of [MS-
SMB2] and in [MS-FSCC] section 2.4 , or the following extension defined in section 2.2.34.1:

® FilePosixInformation

OutputBufferLength (4 bytes): The maximum number of bytes of information the server can
send in the response.

InputBufferOffset (2 bytes): The offset, in bytes, from the beginning of the SMB2 header to
the input buffer.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The client MUST
set this field to 0, and the server MUST ignore it on receipt.

InputBufferLength (4 bytes): The length of the input buffer.
Additionalinformation (4 bytes): Provides additional information to the server.

Flags (4 bytes): The flags MUST be set to a combination of zero or more of the bit values
defined in section 2.2.37 for a FileFullEalnformation query.

Fileld (16 bytes): An SMB2_FILEID identifier of the file or named pipe on which to perform the
query. Queries for underlying object store or quota information are directed to the volume on
which the file resides.

Buffer (variable): A variable-length buffer containing the input buffer for the request, as
described by the InputBufferOffset and InputBufferLength fields.

2.2.39 SMB2 SET_INFO Request



Refer to section 2.2.39 of [MS-SMB2] for additional details. This section only explains details
relevantto a POSIX SET_INFO request.

1 2 3
01234567 8901234567 890123456738 901

StructureSize InfoType FileInfoClass
BufferLength
BufferOffset Reserved

Additionallnformation

Fileld

Buffer (variable)

StructureSize (2 bytes): The client MUST set this field to 33, indicating the size of the request
structure, not including the header. The client MUST set this field to this value regardless of
how long Buffer[] actually is in the request being sent.

InfoType (1 byte): The type of information being set. The valid values are specified in section
2.2.39 of [MS-SMB2].

FileInfoClass (1 byte): For setting file information, this field MUST contain one of the following
FILE_INFORMATION_CLASS values, as specified in section 3.3.5.20.1 of [MS-SMB2] and in
[MS-FSCC] section 2.4 , or the following extension defined in section 2.2.34.1:

® FilePosixInformation

BufferLength (4 bytes): The length, in bytes, of the information to be set.



BufferOffset (2 bytes): The offset, in bytes, from the beginning of the SMB2 header to the
information to be set.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The client MUST
set this field to 0, and the server MUST ignore it on receipt.

Additionalinformation (4 bytes): Provides additional information to the server.

Fileld (16 bytes): An SMB2 FILEID identifier of the file or named pipe on which to perform the
set. Set operations for underlying object store and quota information are directed to the volume
on which the file resides.

Buffer (variable): A variable-length buffer that contains the information being set for the
request, as described by the BufferOffset and BufferLength fields.



